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MHOOPMAIIMOHHA S TIAMSITKA
JUTSI OBYYATIOLLIMXCS JUTSI PASMELLEHUS
HA O®UILIMATIBHBIX MHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCA OoOJIblIE, a
IIKOJIbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJMYECTBa BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0JKHA MOMOYb Te0e 6e30IacHO HaXOAUThCS B CETH.

KommnerorepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHAHOCTH KOMIIBIOTEPHBIX MpPOrpamw,
OTIIMYUTEIBHOU 0COOEHHOCTBhIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHasi MporpamMma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEPaIIOHHYIO CUCTEMY CO BceMM (ailzamu B 1eoM. B OOJIBIIMHCTBE CiydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. IlocrostHHO ycraHaBinuBail mauTd (UKMQPOBBIE 3aIIATKH, KOTOPBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJbIO JOPA0OTKM MHpPOTrpamMMbl) U JpYyrue
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEpE TIOJ TpaBaMH IIOJIH30BaTEIsA, a HE
aIMUHHUCTpAaTOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnionb3y#l  aHTUBHMPYCHBIE TPOTPAMMHBIE  TNPOJIYKThl  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanunub GpU3NUECKU JOCTYH K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHELIHUE HOCUTENM MH(OpMAaLMM, TaKue Kak (iemika, IucK
WK (paiia U3 UHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMIBIOTEpHBIC (haiiibl, MOJTYYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BuJ epenavyn JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 roay HuaepiaHickass KOMIIAHUS 3aperucTpupoBajia OpeH.
«WECA», uto o6o3nayano cioBocoueranue «Wireless Fidelity», koropsrii
NEPEeBOAUTCS KaK «OecpoOBOAHAS TOUHOCTD.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
XKe TexHosorue. Ito abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO J1aHO C
HAMEKOM Ha CTaHIapT BbICIICH 3BykoBoW TexHuku Hi-Fi, yto B mepeBoze
03HA4YaeT «BBICOKASI TOUHOCTH.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJA B MHTEpHET. HO MHOruMe sKcnepThl CUMTAIOT,
gT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJiv JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISII aHTUBUPYCHBIE MPOTPaMMbI B Opanamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonn3zoBanun Wi-Fi oTtkmoun ¢yHkuuio «OOmui goctynm K
daiinam u mpuHTepam». [laHHas QyHKIUS 3aKpbiTa 1O yMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIH30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBA UCIIOIB30BaHUS B paboTe
WM y4eoe;

4. He wucnons3yii nyOnauwunbii WI-FI ans mepepmaum JTMYHBIX JaHHBIX,
HaIpuMep, ISl BBIXOJIa B COLUAIIBHBIE CETH WM B 3JIEKTPOHHYIO MOUTY;

5. Mcnonb3y#t TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'. He nomyckall aBTOMATMYECKOTO TMOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

CounasibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENIA HE
MOHUMAIOT, YTO MH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb cOUCOK Jnpy3ei. Y TeOs B JpPY3bsSX HE JOKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammIai CBOIO YAaCTHYIO >KM3Hb. He ykaspiBail mapomnu, TenedOoHHI,
aapeca, JaTy TBOEro PpOXACHUA ©  JAPYryl0 JUYHYIO  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. Bamuinail CBOIWO pemyTaluio - JACPKU €€ B YUCTOTe W 3ajaBail cebe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHUE MOIB30BATEIN BUICTH, YTO ThI 3arpyKaelb?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu ThI TOBOPHIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3Yil CBOE
peasbHOE MMS U JPYTYIO JUYHYI0 WH(MOPMAIMU: UMSI, MECTO JKHTEIIbCTBA, MECTO
yueObl U TIpoUee;



5. U3berait pazmemenus ororpaduii B IHTEpHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanu B COIUAIBHOM CE€TH HEOOXOJAUMO UCIOJIb30BaTh
CJIOXHBIE TAPOJIH, COCTOSIIUE U3 OYKB U LGP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. lns couMalbHOM CceTH, TMOYThl M JAPYrHMX CalTOB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
IIOJTy4aT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHbI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IJIATEKEW, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCh COBCEM HEJABHO M UMEHHO M3-3a 3TOrO BO
MHOT'MX I'OCYyAapCTBax A0 CHUX IOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM (QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe
UX pa3AeNsIlOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJeHTU(GUKAIINY TT0JIH30BATENsI, @ B HEAHOHUMHBIX UICHTU(UKAIINS TOIB30BaATEIs
SBIISIETCS 00SA3aTEIBHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cyeTy MOOWIBHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTpBI CcMOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizanssiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoib WIM 3aijelllb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionb3yit onHOpa3oBbie mapoiu. llocime mepexona Ha YCUIICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh KpaXu WJIM INepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIM naposb. HanexHsle mapoiu - 3T0 napoiu, KOTOPbIE COEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€OS CTPOYHBIE M MPOIMUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0JUIapa, (pyHTa, BOCKIMIIATENILHBIN 3HAK U
T.11. Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAS MTOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJOTHS U MPENOCTABIIEMBIE €10 YCIIYTH IO
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CIIETYIOIKMM 00pa3oM: UMsI_TOJIb30BaTeNss(@uMs_aoMeHa. Takke Kpome mnepeaadn
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IT0 OE30ITaCHOM pabOTe C IICKTPOHHOM MOUTOM:

1. Hago BBIOpaTh TpaBWUIIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €CTh
OTPOMHBIN BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;



2. He yka3biBaii B TMYHOM moYTe JIW4YHYI0 HHPopManuio. Hampumep, mydie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» unu «pok2013» BMecto «temal3y;

3. Ucnonp3yil ABYXATanmHyl aBTOpH3allMi0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaeMBbIil 0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcrionb3yii HECKOJBKO TIOYTOBBIX SIIWKOB. IlepBbIil 11 9acTHOU
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aJpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIMHN Ha OopyMaxX U CalTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
HNPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHU y HHMX, OTIPABIISUIM JIU OHU TeOe 3TH
(baiisr;

8. [locne okoHuaHus pabOTHl Ha IOYTOBOM CEPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KubepOymiuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHMS, arpeccuro, 3aIyTUBaHUE; XYJIUTAHCTBO; COIIMATIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Opocaiics B 60#. Jlydmuii cnmoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOHO OOpaTUThCS, TO BHa4aje YCIOKOUThCA. Ecim Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOpPOJICHHUS, TO TOJIbKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTh B ceT MHHMas. CyIlecTBYIOT CIOCOOBI BBISCHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XYJIUTAHCKUW 0Opa3 BHUPTyaIbHOW >KU3HU. WHTEpHET
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbld  HeraTuB. (OIHOpa30BbIE OCKOPOHUTENIbHbBIE
COOOIIEHHsT Jydyllle MTrHOpupoBaTh. OOBIYHO arpeccusi MpeKpanaeTcs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COITMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTeNnb KMOepOysuMHra. TBOU IEWCTBUS: BHICTYIIUTH MPOTUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIETHI COJIEPKaT B ce0e BITOJIHE B3POCIBIiA
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH



KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mmajo. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX THPOUCXOJUT HE Tak
MHTEHCUBHO, Kak s [1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (QyHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He BcCe MPOU3ZBOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKpPbIBAIOIIHNE
KPUTHUYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byas octoposkeH, Beab
Korja tebe mpenaraiT OecIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO MJIATHBIC YCIYTH,

JHymaii, npexe ueM otnpaButb SMS, ¢oto mimm Buaeo. Thl TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii npuiio’keHusi OT HEM3BECTHOTO MCTOYHHKA, BEJb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, IJIe BBOAWI JIMUYHYIO MHPOPMAIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leproamaecku mpoBepsiii, Kakue TUIaTHBIE YCIYyTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HaEIIb U KOMY JIOBEpSICIIIb;

Bluetooth nmomkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE MoJb3yemibes. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CpaXkaloTCsi C MOHCTpaMH U MOJY4aroT ONbBIT. 3a YJOBOJIbCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KAKUE-TO OIIUU.

Bce atu cpeactBa uayt Ha nojAepKaHUe U pPa3BUTUE UTPbI, @ TAK)KE HA caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B momoGHBIX urpax CTOUT OmacaThCsi HE CTOJIBKO CBOMX COMNEPHUKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMH
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeaeT ceds TIOX0 WM CO37aeT Tebe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicss aIMUHUCTpAaTOpaM WIPbl HAa IUIOXOE IIOBEJICHHE 3TOTO
UTPOKA, JKEIATeIbHO MPUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBAa B BUJI€ CKPUHOB;

3. He yka3biBail muunyro nHGOpMaIuio B mpodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnmmBaii HeopuIMaabHbIC TATIYN U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Haxe BO BpeMsl WUIpbl HE CTOMT OTKJIIOYaTh aHTUBUpYC. [loka TbI
UTpacellb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

QUIIMHT WK KpaXa JUYHBIX JaHHBIX

OOBIYHOM KpaXkell JeHer U JTOKYMEHTOB CETOJHS Y€ HUKOIO HE YAUBHUIIID,
HO C pAa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH IEPEMECTUINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA «TFOOMMBIMY JETOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLIMAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - TIOTUHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJio3peBacuib, YTO TBOS aHKETA
Obula  B3JIOMaHa, TO HEOoOXoauMoO  3a0JOKMpOBaTH €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHBIE M pa3Hble Mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUJIEHHUKH IIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JIOMaad, TO HEOOXOAMMO TMPEaynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBiEeHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO MMEHU OYJIET PacchlIaThCs ClaM U CChUIKM Ha (DUIMHTOBBIE
CalThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpeiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHMAax, JaXKe €CIU OHU
OPUILUIM OT TBOMX Jpy3el. Jlyuiie yTouHM y HUX, OTIPaBIsUIM JIU OHU TeOe 3TU
Gbaib.

[udposas penyranus

[u¢posas penyrtanus - 3TO HEraTUBHAs WM NO3UTHBHas MHQOpMAIUS B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelleHHas B HHTEPHETE,
MOKET CEPhE3HBIM 00pa30M OTPa3UThCSA HA TBOEH peanbHOU ku3HU. «[{udposas
penyTanus» - 3T0 TBOH UMM, KOTOPBIA (GopMHUpyETCs U3 HHPOpMaluU O TeOe B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKA JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMHU JUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCcTBUM. Thl maxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe€ I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H



COXpaHWJach JU OHA, a TJaBHOE: YTO MOAYMAIOT O TeOE OKpY’KAIOLIUe JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu MH(OpMaLMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 100pbIX MOOYXKIEHU, TaK U C HAMEPEHUEM MPUUUHUTD Bpel. ITO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI O 3aIIUTE HUPPOBOH peIyTaIllUu:

1. IToxymaii, mpexae ueM 4yTo-To MyOJUKOBATh U MepeaBaTh y ceds B 6iiore
WJIU B COLUAIIBHOU CETH;

2. B nHactpoiikax mpoduis yCTaHOBH OTpaHHUYEHUS Ha MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CIETail €ro TOJIBKO «JIJIsS IpY3eiDy;

3. He pa3memiaii 1 He yka3piBail MH(OpMALMIO, KOTOPAasi MOKET KOro-J1u0o
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE MPaBo

CoBpeMEHHbBIE IIKOJBbHUKH - AaKTUBHBIE [OJB30BATENN  LHU(PPOBOroO
npocTpancTBa. OIHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa TpeOyer  coOMoOAeHHs MpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Ppa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOrO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIA/TBOPUECKUN TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETro TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJHUTH €r0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MMOKa3bIBATh/UCHONHATE B 3(upe mim
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOrPaMMHOTO  OOECIEUEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpH JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAaHOBIIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYLIECTBYIOT JIeTaJlbHble U OECIUIaTHbIE MPOrPAMMBI,
KOTOPBIE MOKHO HAalTH B CETH.

O noprane

CeteBUUOK.p( - TBOM TJIABHBIN COBETUYHMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JTOCTYNHBIM A3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTHTHCS 3a COBETOM. A TakKe MPUHATH ydyacTHUe B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



